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Preface

Author and company

This book has been provided by different authors from the development
staff of intarsys GmbH.

Trademarks

Wherever possible and where the authors were aware of a trademark
claim, such designations are marked as trademarks in this book.

cscis a trademark of cloud suite consortium.
sign-me is a trademark of Bundesdruckerei GmbH.

Sun, Java and JavaScript are trademarks of Oracle

Who should read this book

This book provides both an overview of the product design and
architecture and a manual for installation and usage.

So, this is the document for architects, developers and operators.

Reviews and comments

We make constant efforts to improve our documentation and meet your
requirements. Your comments are welcome as a valuable resource for us.
EMail support@intarsys.de

Website www.intarsys.de
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Changes

Overview

Intfroduction

csc gateway implements a gateway from the csc remote signing API, to the
Bundesdruckerei sign-me backend. Both version v.0.1 and version v.1.0 are
supported using the respective URLs of the specification.

Using this gateway, a csc standard compliant client is able to create
qualified electronic signatures on the sign-me backend.

This book contains all relevant architecture, design, implementation and
operating information for the product.



Changes

mit,...

initial releases

mit, 17.3.2020

auth error pages improved;
added jws.tokenValidity property

added authRegistry.retentionTime property

mit, 17.11.2020

add property

mit, 3.1.2023

Support for per-client accounts

mit, 1.6.2023

Support for v.1
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Installation Overview

Installation

2.1

2.2
2.2.1

2.2.1.1

Overview

The product is shipped in two ZIP files,

e is-csc-signme-*.zip
e is-auth-signme-*.zip

containing all components and documentation.
The deployment artifact contains these directories

e webapps
All web applications, packaged as standard WAR files.
e doc
All documentation files.
e examples
All files provided for testing and demonstration purposes

System requirements

Server

Operating system

The server components are tested and released for

e Ubuntu Linux 16.04 or higher



Installation Web Apps

2.2.1.2

2213

2.3

2.4
2.4.1

2.4.2

System software

Java server runtime

The server components are developed in Java and require

e Java Runtime Environment 17

Servlet container Tomcat

The server components are deployed as "war" files. The server
components are tested and released using

e Tomcat 9.0.x

Hardware

We recommend at least 1GB of dedicated memory on a low profile server
machine.

Documentation

The documentation (including this document) for the complete system is in
the ZIP file for is-csc-signme, folder "doc".

Web Apps

Common

The web applications are installed by copying the respective WAR files
from the ZIP file "webapps" folder into the "webapps" directory of the
servlet container.

For production use it is required to address the applications using TLS. You
need either to configure the TLS termination for the servlet container or
provide a TLS terminating proxy.

Web App "csc”

The "csc" web app, to be found in the "is-csc-signme" ZIP file publishes the
csc interface for integration in clients like "Adobe Sign" or other compatible
applications. On the implementation side, the sign-me remote signature
APl is used.

13
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Installation Version check server

2.4.3

2.4.4

2.5
2.5.1

The application artifact "csc.war" can be found in "is-csc-signme" ZIP file,
folder "webapps" and must be deployed in the "webapps" folder of the
servlet container.

If this application and "authorization" are deployed in the same container
with the default application context names, no further configuration is
required to "connect" the two applications, the configuration defaults are
sufficient for this case.

When the two applications are deployed in different containers, be sure to
configure the property

e backend.authServer

Web App "authorization"

The "authorization" web app implements an OAuth2 service for use in
combination with the "csc" implementation.

The application artifact "authorization.war" can be found in "is-auth-
signme" ZIP file, folder "webapps" and must be deployed in the "webapps"
folder of the servlet container.

If this application and "csc" are deployed in the same container with the
default application context names, no further configuration is required to
"connect" the two applications, the configuration defaults are sufficient for
this case.

When the two applications are deployed in different containers, be sure to
configure the property

e backend.cscServer

Web App "authorization-admin”

The "authorization-admin" web app implements administrative features.

The application artifact "authorization-admin.war" can be found in "is-
auth-signme" ZIP file, folder "webapps".

This application is not required for production use and should not be public
available.

Version check server
In the WEB-INF directory

In cases you need to physically check the installation version on the
deployed server application, you can look up the "<webapp>/WEB-
INF/version.txt". It contains tags that describe the artifact version



Installation Version check server

version=8.0.0
build=321
timestamp=Mon Apr 23 14:15:54 CEST 2018

2.5.2 In the log

The log file is the most important source of information for troubleshooting
an installation. You can find the version of every component contained in
the deployment near the beginning of the log file

[12:20:49.554][I][d.i.spring.tools 1[main 1[1 version info:
[12:20:49.554][I][d.i.spring.tools ]1[main 1[1 is-csc
sign-me, 1.0.0

[12:20:49.556][I][d.i.spring.tools 1[main 1[] +- ASM (asm-

5.2.jar), 5.2

15
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Design details Overview

Design details

3.1

3.2

Overview

The csc specification provides itself a "framework" of protocols and
conventions that are valid for remote signature creation.

This sign-me gateway implementation specific decisions are documented
here.

Many of them are derived from current restrictions and implementation
decisions on the existing applications

e sign-me remote signature service
o Adobe Sign client

Signing

Service authorization is supported using OAuth authorization code flow. As
the "PARTNER" role is not allowed to explicitly authenticate a user but a
"user based" scenario is required for the Adobe Sign integration, we collect
upfront the username for further unauthenticated internal use (credentials
enumeration). The authorized user is compared to the user parameter for
later calls.

A two-factor authentication is delayed until credential authorization. Here,
user consent is collected using sign-me Uls, implemented via OAuth
authorization code flow again.



Design details

3.2.1

Sealing

Sequence diagram

i sign dacument i

Partner realm

TSP realm

authBackend |

signMeBackend

0

service authorization

enter credentials _ |
>

s

redirect oauth2/authorize

oauth2/authorize
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! ! redirect callback ! ! !
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! ! signature prepare ! ! !
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| H H | verify (access_token_session) | H
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| H H | enumerate usabls tokens <getSignerStatus> | \
i H T T T T
T T T - | T T T

sign QES J ' ' | i i
T ! ! — ! ! !
' :( redirect oauth2/authorize (hashes) | ' | |
| | oauth2/authorize (hashes) N | | H
| H H | Initiate authorization (access_token_session) | H
| H H | verify (access_token_session) | H
' ' ' | extract user (access_token_session) ' '
| H H | createSignatureProcess (hashes) | |
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send factor 1.n

< redirzct next_step_url | callback

callback

! oauth2ftoken (auth_code, credentials)

access_token_credentials

II sign II

T
signatures/signHash (access_token_credentials, hash) _ |

verify (access_token_cradentials)

Check

 signature process succeeded validate parameters
P

* algorithm parameters match (1)

getltemsAndTheirProcessingResults

H + hashes are equal
T

3.3
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T
T
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r

authBackend |

signMeBackend

Sealing

The sealing process supported by Adobe is described in [1] and [2].

Sealing is supported based on the features

OAuth2 client credentials flow for service authorization
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Design details Sealing

e PIN authentication mode for the respective credential

Service authorization is supported via client credential flow for sealing. Be
sure to allow “client_credentials” as a “grantTypes” member in your clients
configuration.

Explicit PIN authentication is added to all sign-me tokens that support
sealing.

Initially getting a sign-me sealing token is a process described in the
respective D-Trust documentation. After this process you will receive a P12
file that contains an authentication/authorization token of the sealing
process. This key must be deployed to a configurable folder (sign-
me.seal.authenticationTokenFolder ) that contains all authentication
tokens for the CSC gateway.

The token itself has the following important properties

e The token is issued to an organization.

e The organization name is the alias for the token key

e The token has an additional CSM number

e Both organization name and CSM number are encoded in the token
file name.

e Together organization and CSM number identify a token in the sign-
me backend

e The P12 key has a PIN that must be used to sign the authentication
challenge with the token key

The Adobe seal configuration requires the following properties

e OAuth client id for the account that is allowed to use the seal

e OAuth client secret for the account that is allowed to use the seal
e The credential id that identifies the seal

e The credential PIN that is required to authorize the seal

These properties are mapped to the sign-me part

e OAuth client & secret match an existing client configuration at the
OAuth server

e The client configuration must support the grant type
“client_credentials”

e The CSC gateway needs an account definition for this client

e The account must support the tokenCapability
“SEALING_QUALIFIED”

e The account must contain an appropriate authentication token
definition for the credential id.

e The credential id matches the sign-me authorization token based on
the following rule:



Design details Sealing

o Thereis an entry in the “authenticationTokens” property of
the selected account with a matching “id” property (see
“Registering sign-me accounts” section)

o All other properties are derived from this entry

e The credential PIN matches the sign-me authorization token PIN

To prevent PIN enumeration, the credential authorization step is guarded
by a retry counter mechanism:

e Before each authorization, a “retry” property in a key-value store
associated with the authentication token is incremented

e Authentication is performed

e After successful authentication, the “retry” property is reset

e |f the number of unsuccessful authentication attempts exceeds the
maximum retries (see configuration), the authentication is
permanently locked. Operator intervention is required to resolve
this state!

The key-value store is located at S{backend.keyValueStore} in a file named
“auth-“<tokenname>.json. This file may safely be deleted.

19
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Design details

3.3.1

Sequence diagram

Accounting

@] Partner realm TSP realm
RN
user browser ‘ webapp ‘ cscBackend authBackend | | signMeBackend
A o . . |
| 1 sign document _ 1 !
—— i
—
|_|'
service authorization / ]
' oauth2/token (client_id, client_secret)
i access_token_service '
—
T =i
signature prepare /
| select from preconfigured credential_id for sealing
| optional credentials/info
i getTokensForldentity
T
—
=F
seal '
! l_arl—|
| authorize f
I
! llect PIN
e SollectPIN_
i
I commit PIN
i credentials/authorize (credential_id, PIN)
| verify (access_token_service)
T "
| select sealing authorization token using credential_id |
i : )
1 authorize using PIN
-
! ! createSignatureProcess (hashes)
' return SAD
ll sign 'l
I I
! signatures/signHash (access_token_credentials, |hash) !
! verify (access_token_credentials)
Check B:
= signature process succeeded ' validate parameters
» hashes are equal
* algorithm parameters match (1)
| getitemsAndTheirProcessingResults
u‘sfe\r | browser ‘ | webapp ‘ cscBackend | authBackend | | signMeBackend
) S
SN

3.4
3.4.1

Accounting

account_token

The adobe csc client is able to send an "account_token" along with the
service authorization via OAuth2. This token can be mapped to a service
endpoint / partner access tuple.

The token is specified in vl of the csc spec (but already available and
usable in the v.0.1 implementation).

It is a signed JWT token, where the "sub" claim designates uniquely the
originator of the signature task.

To receive this token requires prerequisite configuration on the adobe

client side.




Design details Credential authorization

3.4.2

3.4.3

3.4.4

3.4.5

3.5

3.6

sign-me service endpoint

This is the HTTP(S) endpoint for the sign-me web services. Accessing the
endpoint requires basic authentication.

sign-me partner

The csc gateway requires a dedicated partner account with the role
"PARTNER".

sign-me account

This "account" is a virtual tuple containing

e The "sub" claim from the account_token

e The “client_id” from the OAuth2 authorization
e The sign-me service endpoint parameters

e The sign-me partner parameters

Account derivation

e accountld is derived from Adobe “account_token (or null)

e clientld is derived from OAuth2 client_id (or null).

e if a sign-me account matching the accountld *and* the clientld is
found, the corresponding service endpoint and partner parameters
are used from this account. This way you can provide different
parameter sets to different clients (with the same accountld),

e if a sign-me account without clientld matching the accountld is
found, the corresponding service endpoint and partner parameters
are used from this account for all clients.

e if noaccount is found, the lookup is retried with the accountld
"default".

e [f still no account is found, a “default” account is derived from the
server properties (see properties)

Credential enumeration & info

The csc gateway collects information for the user that is determined in the
service authentication. The implicit user context is supported only.

Credential authorization

Authorization is completely in the scope of sign-me.

21
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Design details Multi signature transaction

3.7

3.8
3.8.1

3.8.2

For all credentials the "OAuth2Token" authorization mechanism is used.

While the authorization & signature step is split in two requests in the csc
API design, sign-me only knows of a single "createSignatureProcess".

To map this asynchronous "createSignatureProcess" on a csc APl only the
credentials authorize via OAuth2 step is a valid candidate, as it is the only
asynchronous mechanism supporting HTTP redirects.

This means that the sign-me signature creation is hidden behind the
credential authorization, the signature call will only collect the result later
on.

Multi signature transaction

The csc gateway supports multi signature transactions (according to
backend constraints) based on a single signature call only.

Transactional calls are not supported.

V.0 API mapping & support
Supported methods

info Collect statically configured attributes

auth/revoke -

oauth2/* Use private Uls and sign-me backend Uls for
identification, authentication and authorization

credentials/list The credentials associated with the authenticated
user

credentials/info Credential attributes

signatures/signHash Sign hash values

Unsupported methods

auth/login Only OAuth?2 is supported

auth/login with "BASIC" authorization
exists per requirement of Adobe test beds
with hard coded user

credentials/authorize Only OAuth2 is supported
credentials/extendTransaction not supported
credentials/sendOTP Empty implementation for Adobe

conformity purposes

signatures/timestamp not supported




Design details V.0 APl mapping & support

3.8.3 /info
specs 0.1.7.9
name Bundesdruckerei sigh-me
logo https://www.bundesdruckerei.de/themes/custom/bs_bdr/images/bundesdr
uckerei-logo.png
region DE
lang de-DE
description sign-me Signaturdienst der Bundesdruckerei
authType oauth2code
oauth2 <configurable>
methods auth/revoke
oauth2/token
credentials/list
credentials/info
signatures/signHash
3.8.4  /auth/revoke
Revocation is forwarded to the OAuth server.
The CSC implementation does not issue tokens of its own.
3.8.5  /oauth2/authorize
This endpoint is implemented in the "authorization" web app. A standard
OAuth2 authorization flow is launched.
For "service" authorization, a "csc-gateway" private web page is published
for collecting the sign-me username.
For "credential" authorization, the sign-me backend authentication page is
used. Be aware that behind the scenes, this step implicitly creates a
signature process at the sign-me backend.
3.8.6 /credentials/list

All usable tokens available for the service users are listed.

As "on-demand" certificates are not yet usable in the csc specification, all
such tokens are filtered.
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Design details

3.8.7

3.8.7.1

V.0 APl mapping & support

Tokens that do not provide algorithms supported by the Adobe Sign
implementation are filtered.

/credentials/info

The token attributes are mapped to csc credential info attributes.
This process is straightforward for simple fields like "algorithm" or "length".
For other fields the following rules apply:

e Astokens that cannot be used are filtered, "status" is always
"enabled".

e "authMode" is always "oauth2code"

e SCAL is always SCAL2 to enforce "hash" propagation upon
authorization

Credentiallnfo from basic Token

description token.tokenTypeDescription

key/status

enabled

key/algo

RSA_PSS

key/len

2048

key/curve

cert/status

cert/certificates

cert chain

cert/issuerDN

cert/serialNumber

cert/subjectDN

cert/validFrom

cert/validTo

authMode

oauth2code

SCAL

SCAL2

PIN/*

OTP/*

multisign

true

lang
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3.8.7.2

3.8.7.3

V.0 APl mapping & support

Credentialinfo from advanced Token

description

token.tokenTypeDescription

key/status

enabled

key/algo

RSA_PSS

key/len

2048

key/curve

cert/status

cert/certificates

cert chain

cert/issuerDN

cert/serialNumber

cert/subjectDN

cert/validFrom

cert/validTo

authMode

oauth2code

SCAL

SCAL2

PIN/*

OTP/*

multisign

true

lang

Credentialinfo from qualified Token

description token.tokenTypeDescription
key/status enabled

key/algo RSA_PSS

key/len 2048

key/curve -

cert/status -

cert/certificates cert chain

cert/issuerDN

cert/serialNumber

cert/subjectDN

cert/validFrom

25
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3.8.8

3.9
3.9.1

3.9.2

26

cert/validTo

authMode oauth2code

SCAL SCAL2

PIN/* -

OTP/* -

multisign true

lang

/signatures/signHash

This implementation only validates and collects the signature result within
this method. The "impedance mismatch" between csc and sign-me does
not allow for another mapping.

V.1 APl mapping & support
Supported methods

info Collect statically configured attributes

credentials/list The credentials associated with the authenticated
user

credentials/info Credential attributes

credentials/authorize Authorization for sealing tokens

signatures/signHash Sign hash values

Unsupported methods

auth/login auth/login with "BASIC" authorization
exists per requirement of Adobe test beds
with hard coded user

credentials/extendTransaction not supported

credentials/sendOTP Empty implementation for Adobe
conformity purposes

signatures/timestamp not supported
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3.9.3 /info
Specs 1.0.3.0
name Bundesdruckerei sign-me
logo https://www.bundesdruckerei.de/themes/custom/bs_bdr/images/bundesdr
uckerei-logo.png
region DE
lang de-DE
description sign-me Signaturdienst der Bundesdruckerei
authType oauth2code, oauth2client
oauth2 <configurable>
methods auth/revoke
credentials/list
credentials/info
credentials/authorize
signatures/signHash
3.9.4  /auth/revoke
Revocation is forwarded to the OAuth server.
Tokens issued by the CSC implementation itself (credentials/authorize) are
self contained and can not be revoked in the stateless design.
3.9.5 /oauth2/authorize
This endpoint is implemented in the "authorization" web app. A standard
OAuth2 authorization flow is launched.
For "service" authorization, a "csc-gateway" private web page is published
for collecting the sign-me username.
For "credential" authorization, the sign-me backend authentication page is
used. Be aware that behind the scenes, this step implicitly creates a
signature process at the sign-me backend.
3.9.6 /oauth2/token

This endpoint is implemented in the "authorization" web app.
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Design details V.1 APl mapping & support

3.9.7

3.9.8

3.9.8.1

It is implicitly used in the OAuth code flow process and can be explicitly
used for service authorization in a sealing process.

/credentials/list

All usable tokens available for the service users are listed.

As "on-demand" certificates are not yet usable in the csc specification, all
such tokens are filtered.

Tokens that do not provide algorithms supported by the Adobe Sign
implementation are filtered.

/credentials/info

The sign-me token attributes are mapped to csc credential info attributes.
This process is straightforward for simple fields like "algorithm" or "length".
For other fields the following rules apply:

e Astokens that cannot be used are filtered, "status" is always
"enabled".

e "authMode" is always "oauth2code"

e SCAL is always SCAL2 to enforce "hash" propagation upon
authorization

Credentialinfo from sign-me Token

description From sign-me
token.tokenTypeDescription

key/status enabled
key/algo ecdsaWithSHA256
or
RSASSA_PSS
key/len Length of key
key/curve ECC curve identifier if applicable
cert/status -
cert/certificates cert chain

cert/issuerDN

cert/serialNumber

cert/subjectDN
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3.9.9

3.9.10

3.10

cert/validFrom

cert/validTo

authMode oauth2code

or explicit when using a seal

SCAL SCAL2

PIN/* Available when using a seal
OTP/* -

Multisign Configurable in

“backend.maxSignatures”,

Default is 255

lang

/credentials/authorize

This method can be used in conjunction with seal tokens.

A credential that maps to a sign-me seal is statically configured in Adobe
Sign. The credential info will show a credential with explicit PIN that can be
used with credentials/authorize.

The authorization will internally use the ECDSA challenge signing protocol
for sign-me seals (see “Design — Sealing”).

/signatures/signHash

This implementation only validates and collects the signature result within
this method. The "impedance mismatch" between csc and sign-me does
not allow for another mapping.

Short time certificates

To satisfy regulatory requirements, after a video identification process
qualified certificates have a lifetime of a few hours only. The certificate
itself is created "lazy" with the start of a signature process if not yet
available.

This is not directly compatible with the csc signature protocol — here we
need the certificate before the signature process is launched, the signature
process itself only receives a hash and returns the PKCS#1 structure.

To fit the two protocols, the following assumptions and decisions are
made. This design is no longer valid when one-time certificates are
required!

29
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Design details Enrollment

3.11

From sign-me side

e A'createSignature" process does create the required certificate
"lazy" if the required identification level is active.

e The signature process created is valid for at least 24 hours.

e The certificate created is valid for at least 24 hours.

e The signature process can be updated with the hashes after
creation.

e |tis safe to create a signature process to enforce certificate
creation. If it is not used, the backend system will safely discard it,
alternatively it can be canceled.

e |t is safe to have multiple signature processes active at the same
time for the same token.

e Crucial: The certificates created are not one-time certificates. This
would put additional restrictions on the csc protocol flow
otherwise.

From csc client side

e The maximum time frame between a "credentials/info" and a
corresponding use of the certificate for "credentials/authorize" and
subsequent "signatures/signHash" is 1 hour

With these restrictions in place, the version starting with 2.2.x will support
short term certificates by enforcing a dummy signature process, that in
turn will trigger certificate creation.

Enrollment

sign-me supports self-service enrollment procedures, providing processes
and user interfaces for registration and verification.

These processes are integrated in the gateway implementation.

Whenever a user is used for service authentication that is unknown to the
sign-me backend, a registration process is created within the current
service authentication flow and the user is forwarded to the corresponding
sign-me Ul. The sign-me registration process is instrumented to call back
into the current service authentication.

Whenever a user is used for service authentication that is not yet verified
for using a certain token, a verification process is created within the
current authentication flow and the user is forwarded to the corresponding
sign-me Ul. The sign-me verification process is instrumented to call back
into the current service authentication. As the token will not be selected
until after service authentication, the token with the "hardest" constraints
(token capabilities) is assumed to be used.
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After successful service authentication, the user can be assumed to be both
registered and verified for using the signature at the configured level.

Up to version 2.3.5, the registration & verification processes are
instrumented with "full state" redirect URLs, i.e. upon redirect from sign-
me the service authorization state was fully resurrected from the query
parameters. This made it impossible to re-use a pending sign-me process as
the redirect URL would have addressed stale state when a new CSC
authorization has started.

With version 2.3.6 reduced state information is attached to the redirect
URLs with the following implications:

e The CSC gateway needs to hold the CSC authorization in a stateful
manner. The registry has a 60 minute timeout by default (see
property "process.persistence.timeout").

e When returning from sign-me, the first CSC state that carries the
same designator (the username to be exact) will be selected for
resume.
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Configuration

4.1

4.1.1

Overview

csc gateway is highly configurable and comes with a bunch of possibilities
where to tweak the installation. Here's an overview of the configuration
mechanics.

The backend is based on Spring infrastructure and as such you have all
well-known Spring customization tools at hand.

Whenever we reference an XML based configuration file, we use the term
"bean definition", when we talk about Spring properties (key/value pair
definitions) we use the term "property definition".

These terms are augmented with "built-in" when we mean hardcoded, pre-
deployed definitions and "custom" when we talk of individual definitions
invented by your configuration.

Configuration location

The configuration tries to harmonize Windows and Linux based
installations. We only use "abstract" location names by default. Here's the
list of locations supported, where "appfamily" represents either "is-csc" or
"is-auth " and "appname" either "sign-me-csc" or "sign-me-auth" for the
two web applications.

Variable Description
<appfamily>.config.name Name of configuration file to be used without
extension.

Defaults to the <appname>

<appfamily>.config.user User individual configuration data.
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Overview

Here you can store e.g. individual property
files. This location has highest precedence.

<appfamily>.config.shared

System wide configuration data.

Here you can store e.g. system wide property
files. This location overrides the built-in
configuration and is overridden by the user
individual configuration

<appfamily>.data.user

User individual state data.

Here is where user specific databases, caches
etc. will reside.

<appfamily>.data.shared

System wide state data.

Here is where system specific databases,
caches etc. will reside.

<appfamily>.temp.dir

Location for temporary data, defaults to

java.io.tmpdir

<appfamily>.log.dir

Location for writing log files.

<appfamily>.log.name

The name of the log file without extension

Defaults to the <appname>

These variables are mapped differently on different platforms to adhere to
platform specific conventions.

All of these basic variables can be overridden the standard Spring way:

e Use a command line parameter to the Java VM
-D <appfamily>.data.shared=/srv/data/foo

e Use an environment variable
<APPFAMILY>_DATA_SHARED=/srv/data/foo

e Use a key/value pair entry in a properties definition file (like

"sign-me-csc.properties"”. It's understood that you cannot set the
"<appfamily>.config.*" properties in a property file (it would have
only strange effects).

If a configured directory does not exist, the web application will try to
create it. For this it will need write access to the parent directory.
Alternatively, you can create the directories yourself and make sure the
web application has permission to write to them.

Windows
Variable Description
<appfamily>.config.name <appnhame>
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<appfamily>.config.user

%USERPROFILE%/<appfamily>/config

<appfamily>.config.shared

%ProgramData%/<appfamily>/config

<appfamily>.data.user

%USERPROFILE%/<appfamily>/data

<appfamily>.data.shared

%ProgramData%/<appfamily>/data

<appfamily>.temp.dir

%AppData%/local/temp

<appfamily>.log.dir

%ProgramData%/<appfamily>/log

4.1.1.2  Linux
Variable Description
<appfamily>.config.name <appname>
<appfamily>.config.user <user home>/<appfamily>/config
<appfamily>.config.shared /etc/<appfamily>
<appfamily>.data.user <user home>/<appfamily>/data
<appfamily>.data.shared /var/lib/<appfamily>
<appfamily>.temp.dir /tmp
<appfamily>.log.dir /var/log/<appfamily>
If you are using this default, you must create the directories and grant
access to the user running the servlet container.
Example: Linux hosting Tomcat servlet container

sudo mkdir /var/lib/<appfamily>

sudo
sudo

sudo
sudo
sudo

chgrp tomcat /var/lib/<appfamily>

chmod 770 /var/lib/<appfamily>

mkdir /var/log/<appfamily>

chgrp tomcat /var/log/<appfamily>

chmod 770 /var/log/<appfamily>

csc gateway is bootstrapped with built-in definitions that are contained in

4.1.2  Built-in configuration
the WAR deployment.
4.1.3  Custom property definition

By default, properties are defined with increasing priority from
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e Built-in
classpath:builtin.properties
e Deployment level
classpath:S{ <appfamily>.config.name}.properties
e System level definition
S{<appfamily>.config.shared}/S{<appfamily>.config.name}.properties
e User level definition
S{<appfamily>.config.user}/S{<appfamily>.config.name}.properties

Custom bean definition

Custom bean definitions are not supported with this implementation.

Using profiles

You can use Spring profiles to parameterize your configuration. A profile
allows to bundle beans and properties and give them a meaningful name.

When starting the server, you can activate any of these profiles by defining

spring.profiles.active=<comma separated profile names>

This definition can be made in any of the well-known ways, either

e asenvironment variable
e assystem property
e in your ${<appfamily>.config.name}.properties

To restrict a bean definition to a specific profile, you can add a section in
your bean definition file like this

<beans profile="profilename">

</beans>

Any definition contained in the "<beans>" element will be used only if the
corresponding profile is activated.

In addition, the application will read specific property files in addition to
"S{<appfamily>.config.name}.properties" whose name match
"S{<appfamily>.config.name}-<profilename>.properties".

The priority (increasing to the bottom) is

e System level definition
o S{<appfamily>.config.shared}/S{<appfamily>.config.name}.properties
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o ${<appfamily>.config.shared}/${<appfamily>.config.name}-
<profilename>.properties,
In the order of profile definition, first one highest

e User level definition

o S{<appfamily>.config.user}/S{<appfamily>.config.name}.properties

o ${<appfamily>.config.user}/${<appfamily>.config.name}-
<profilename>.properties,
In the order of profile definition, first one highest

4.1.6  String expansion syntax

spring will automatically expand strings in the form "...${foo}..." from the
pool of available properties. If a property is missing, configuration fails.

In addition, we have components that execute string expansion at runtime
(e.g. the URL query string suffixes) — these components use "S${..}" syntax,
too. If you need to configure a property that gets expanded at runtime, you
must prevent the static spring expansion that takes place at application
startup.

You must either use a spring expression language construct like

#('$"' + "{username}')

or a application specific shortcut

?{username}

that will get automatically replaced internally.

4.2  authorization app properties

jws.hmacKey

String The key that is used for HMAC message authentication
Default
jws.hmacKey=123456

jws.tokenValidity

int The validity period in seconds for a token issued by the OAuth2 service.

Default (10 min)

jws.tokenValidity =600

authRegistry.retentionTime
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int

The maximum time in milliseconds an authorization request is retained in the
OAuth2 server context. This is the maximum duration a consent gathering
process may take before the request itself is deleted from memory.

Default (10 min)
authRegistry.retentionTime =600000

backend.c

scServer

URL

The authorization app is associated with a csc sign-me backend and needs
private access to internal data and features. The csc services are accessed as
S{backend.cscServer}/csc/v0/*.

The csc server name needs to be defined here if it is not deployed within the
same container as the authorization web application itself.

Default
backend.cscServer=<current server>
Example

backend.cscServer=http://localhost:8080

templateE

ngine.templates

string

A spring resource denoting a directory where the web Ul templates are looked
up.

Default

file:S{is-auth.config.shared}/templates/

templateE

ngine.prefix

string

A spring resource denoting a directory where the web static resources are
looked up.

Default

file:S{is-auth.config.shared}/static/

consentCo

ntroller.alertFor

string

A list of error codes that should be intercepted when returned from csc
identification.

Default

SignerNotExisting,SignerStatusinsufficient

4.3

CSC app properties

jws.hmacKey

String

The key that is used for HMAC message authentication
Default

jws.hmacKey=Simple default HMAC key for SAD signing

jws.tokenValidity
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int

The validity period in seconds for an SAD issued by credentials/authorize.
Default (10 min)
jws.tokenValidity =600

backend.oauth2Clientld

String

The OAuth2 client id to perform a password grant.

This is used whenever a csc client performs a direct auth/login to delegate the
authentication to the OAuth2 server.

backend.oauth2ClientSecret

String

The OAuth2 client password to perform a password grant.

This is used whenever a csc client performs a direct auth/login to delegate the
authentication to the OAuth2 server

backend.maxSignatures

int

The maximum number of signatures that can be applied with a single user
consent

backend.keyValueStore

String The path where the key/value store artifacts are persisted
Default: S{is-csc.data.shared }/key-value-store

service.v0.info.specs

String The “specs” property of the info response
Defaultis 0.1.7.9

service.v0.info.name

String The “name” property of the info response

service.v0.info.description

String The “description” property of the info response

service.v0.info.logo

String The “logo” property of the info response

service.v0.info.region

String The “region” property of the info response

service.v0.info.authTypes

String The “authTypes” property of the info response

service.v0.info.methods

String The “methods” property of the info response

service.v0.info.oauth2Server

String The “oauth2Server” property of the info response
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service.vl

.info.specs

String

The “specs” property of the info response

Default is 1.0.3.0

service.vl.info.name

String The “name” property of the info response
service.vl.info.description

String The “description” property of the info response
service.vl.info.logo

String The “logo” property of the info response
service.vl.info.region

String The “region” property of the info response
service.vl.info.authTypes

String The “authTypes” property of the info response
service.vl.info.methods

String The “methods” property of the info response
service.vl.info.oauth2Server

String The “oauth2Server” property of the info response

csc app properties
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sign-me.endpointAddress

URL

Defines the sign-me endpoint as disclosed by D-Trust.

This is only the fallback for a missing "default" account in the sign-me account
registration.

Example

sign-me.endpointAddress=https://cloud-ref-sp.sign-me.de:443/api/v2

sign-me.endpointUser

String

Defines the user for performing HTTP basic authentication against the sign-me
endpoint. This value is disclosed by D-Trust.

This is only the fallback for a missing "default" account in the sign-me account
registration.

Example

sign-me.endpointUser=<endpoint username>

sign-me.endpointPassword

String

Defines the password for performing HTTP basic authentication against the
sign-me endpoint. This value is disclosed by D-Trust.

This is only the fallback for a missing "default" account in the sign-me account
registration.

Example

sign-me.endpointPassword=<endpoint password>

sign-me.partnerUser

String

Defines your partner username to be used for sign-me. This value is disclosed
by D-Trust.

This is only the fallback for a missing "default" account in the sign-me account
registration.

Example

sign-me.partnerUser =<partner user>

sign-me.partnerPassword

String

Defines your partner password to be used for sign-me. This value is disclosed by
D-Trust.

This is only the fallback for a missing "default" account in the sign-me account
registration.

Example

sign-me.partnerPassword =<partner password>

sign-me.partnerRole

String

Defines your partner role to be used for sign-me. This value is disclosed by D-
Trust.

This is only the fallback for a missing "default" account in the sign-me account
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registration.
Example

sign-me.partnerRole=<partner role>

sign-me.tokenCapabilities

String A list of token capabilities that are used when requesting the available tokens
for the user.

Default

SEALING_ADVANCED,SEALING_QUALIFIED,SIGNATURE_ADVANCED,SIGNATURE
_QUALIFIED

Example

sign-me.tokenCapabilities=SIGNATURE_QUALIFIED

sign-me.signature.queryString

String This string will be appended to the sign-me signature URL upon open.
For the syntax see the explanation in chapter 4.1.6

Example:

"LO=M&USERNAME=?{username}"

Default

"LO=M&USERNAME=?{username}"

sign-me.verification.type

String One of the sign-me well known identity verification types, e.g.
e VIDEO_4EYE

e WEB_FT_IDENT_4EYE

e POS_FT_IDENT_4EYE

e EID

e FTEID

This string is intentionally not constrained to any enumeration to allow for
changes in the backend and the usage of non-public features.

Default: FT_E_ID

sign-me.verification.queryString

String This string will be appended to the sign-me verification URL upon open
For the syntax see the explanation in chapter 4.1.6

Example:

"LO=M&USERNAME=${username}"

Default

"LO=M&USERNAME=${username}"

sign-me.registration.queryString




Configuration csc app deprecated properties

String

This string will be appended to the sign-me registration URL upon open
For the syntax see the explanation in chapter 4.1.6

Example:

"LO=M"

Default

"LO=M&EMRO=true"

sign-me.registration.checkConfirmationEmail

boolean

Flag if email confirmation will be checked in the enrollment process

Default: false

sign-me.seal.authenticationTokenFolder

String

A folder name that contains all token files for seal authentication

Default: S{is-cec.config.shared}/authenticationTokens

sign-me.seal.authenticationMaxRetries

Int

The maximum number of retries for entering the correct authentication token
pin. After exceeding this value, the account token is permanently locked.

You must manually remove or update the key/value store with the
authentication token meta-data at

S{backend.keyValueStore}/auth-<tokenname>.json

Default: 3

process.persistence.timeout

long

The time in milliseconds before an authorization context is wiped from the
registry.

Default: 3600000 (60 minutes)

4.4

csc app deprecated properties

Earlier versions only supported v.0.1 of the spec and as such the following
properties were unique — this is no longer the case.

Processing is now extended so that these properties are the “backup
defaults” that are overridden with the service version specific values if they
are present.

backend.name

String

The “name” property of the info response

backend.description

String

The “description” property of the info response
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backend.logo

String

The “logo” property of the info response

backend.region

String

The “region” property of the info response

backend.authTypes

String

The “authTypes” property of the info response

backend.methods

String The “methods” property of the info response
backend.oauth2Server
String The “oauth2Server” property of the info response

4.5

Registering sign-me accounts
To support accounting (based on the adobe account_token), multiple sign-
me accounts can be registered.

To register an account, you have to provide the account configuration in
the "accounts.json" file in the "is-csc" configuration folder.

For each valid account the following information must be provided:

accountld

String The account id from the adobe registry.

clientld

String An optional clientld to restrict the application of this account to a specific
OAuth2 client

partnerUser

String Defines your partner username to be used for sign-me. This value is disclosed
by D-Trust.
Example
partnerUser =<partner user>

partnerPassword

String Defines your partner password to be used for sign-me. This value is disclosed by
D-Trust.
Example
partnerPassword =<partner password>

partnerRole

String Defines your partner role to be used for sign-me. This value is disclosed by D-
Trust.
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Example

partnerRole=<partner role>

endpointAddress

String

Defines the sign-me endpoint as disclosed by D-Trust.
Example

endpointAddress=https://cloud-ref-sp.sign-me.de:443/api/v2

endpointUser

String

Defines the user for performing HTTP basic authentication against the sign-me
endpoint. This value is disclosed by D-Trust.

Example

endpointUser=<endpoint username>

endpointPassword

String

Defines the password for performing HTTP basic authentication against the
sign-me endpoint. This value is disclosed by D-Trust.

Example

endpointPassword=<endpoint password>

tokenCapabilities

String You can define the filtered token capabilities for an individual account. This
property overrides the global "sign-me.tokenCapabilities" property for this
specific account.

Example
tokenCapabilities=<comma separated capability list>
verificationType
String You can define the identity verification type for an individual account. This

property overrides the global "sign-me.verification.type" property for this
specific account.

Example

verificationType=FT_EID

authenticationTokens

Array of | An array of all authentication tokens that can be used for sealing with this
Authenti | 5ccount.
cationTo
ken
The AuthenticationToken has the following properties
Id
String The id of the authentication token.
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This must match the credential id that is configured with Adobe Sign.

fileName

String

The name of the authentication token P12 file in the respective folder.

If omitted, this computes to <id>.p12

orgName

String

The organization name for the authentication token.

If omitted, this defaults to the prefix (up to “_") of the id

userName

String

The user that is associated with the sealing token in the sign.me backend.

This entry is required.

Example
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"accountId": "default",

"partnerUser"”: "<partner user default>",
"partnerPassword"”: "<partner user default>",
"partnerRole": "PARTNER",

"endpointAddress": "<endpoint address default>",

"endpointUser": "<endpoint user default>",
"endpointPassword"”: "<endpoint user default>",
"tokenCapabilities": "SIGNATURE_QUALIFIED"

}s

"accountId": "<adobe account a>",
"partnerUser”: "<partner user a>",
"partnerPassword": "<partner user a>",
"partnerRole": "PARTNER",
"endpointAddress": "<endpoint address a>",
"endpointUser"”: "<endpoint user a>",
"endpointPassword": "<endpoint user a>",
"tokenCapabilities": "SIGNATURE_ADVANCED"

}s

"accountId": "<adobe account b>",
“clientId”: “clientAdvanced”,
"partnerUser": "<partner user b>",
"partnerPassword": "<partner user b>",
"partnerRole": "PARTNER",
"endpointAddress"”: "<endpoint address b>",
"endpointUser": "<endpoint user b>",
"endpointPassword": "<endpoint user b>",
"tokenCapabilities": "SIGNATURE_ADVANCED"

}s

"accountId": "<adobe account b>",
“clientId”: “clientQualified”,
"partnerUser": "<partner user b>",
"partnerPassword": "<partner user b>",
"partnerRole": "PARTNER",
"endpointAddress": "<endpoint address b>",
"endpointUser": "<endpoint user b>",
"endpointPassword"”: "<endpoint user b>",
"tokenCapabilities"”: "SIGNATURE_QUALIFIED"

administration

}s
{
"clientId": "cid-3",
"partnerUser": "partnerUser-tokens",
"partnerPassword": "partnerPassword-tokens",
"partnerRole": "partnerRole-tokens",
"endpointAddress": "endpointAddress-tokens",
"endpointUser": "endpointUser-tokens",
"endpointPassword": "endpointPassword-tokens",
"authenticationTokens": [
{
"id": "tokenl", // required, configured with Adobe seal
"fileName": "org_tokenl.pl2", // optional, derived from id
"orgName": "org", // optional, derived from fileName
"userName": "userl" // required

47



Configuration Registering OAuth2 clients

}s
{

"id": "token2",

"fileName": "org_token2.pl2",
"orgName": "org",

"userName": "user2"

4.6

If no "default" account is defined, a "default" account is created using the
corresponding properties from the csc app. If these properties are not
available, a default account is not created. In this case the signature
request will fail if either an account_token is not sent or the corresponding
account is not configured.

Registering OAuth2 clients

The OAuth?2 service gives access to its API to registered clients only. This is
comparable to a standard client registration with "google OAuth" services
or a Keycloak service.

For using the application with "Adobe Sign", you have to enter the IDs and
credentials that have been negotiated with the Adobe representatives
here. You can find an example in the "examples" folder of the distribution.

To register a client, you have to provide the client configuration in the
“clients.json" file.

For each valid client the following information must be provided:

String

The OAuth2 client id.

This identifies a valid OAuth2 client. The OAuth client uses this ID to identify
himself when requesting an authentication.

secret

String

The OAuth2 client secret.

This identifies a valid OAuth2 client. The OAuth client uses the secret to
authenticate identify himself (when requesting a token).

This is sensitive information and should not be stored in plaintext. The
implementation supports the Spring "password encoding" scheme, ensuring
that only a cryptographically hashed version of the password needs to be
stored.

An encoded password has for example the form
{berypt}$2a$10SzuQI84DPiJLkcRWTNIzjc.yrHHb/4YIu31.XU6UH5.78moc6oR2p2

This representation can be created using spring primitives directly or the
"/authorization/tools/encode" service in the "authorization-admin" web
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application.

A password without an {<id>} prefix is assumed plaintext.

name

String An internal human readable representation

(%]

grantType

Array of | The list of OAuth grant types allowed for the client.
Sting This list members are one of the supported OAuth2 grant types
e authorization_code
e client_credentials

e password

redirectUrls

Array of | The list of redirect URIs allowed for the client.
Regex _ I
pattern | The redirect used for a concrete OAuth authentication request must be one of

the URI registered here.

The registry of valid clients is read from a "clients.json" file in JSON format.
This file is looked up in the directories defined below

e S{is-auth.config.user}
o S{is-auth.config.shared}

Example

"id": "example",
"name": "example.com Demo App",
"secret": "you never know",
"grantTypes": [
"authorization_code"
1,
"redirectUrls": [
"http://www\\.example\\.com/.*"
]
}
]

Pay especially attention to the string format for "redirectUrls". First, these

strings are regular expressions, so you must escape special characters like
".". Second, these are JSON string, so you must escape the escape.

4.7  Web application root
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In many production environments the web application container itself
cannot know what is the fully qualified external URL for the services. This is
most often caused by a reverse proxy.

While most of the time relative addresses are fine, sometimes the server
needs to construct fully qualified URL, for example for callback or redirect
addresses.

While the server does it's best to derive what may be the URL from an
external point of view by examining de-facto standard HTTP headers, there
may be times this is not working, e.g. when a proxy is misconfigured and
cannot changed in the scope of your installation.

In such special cases you can override the automatic detection by setting
the root URL explicitly using the property

de.intarsys.application.rootUrl

These are the locations where we look up the property from lowest to
highest precedence.

You can set the property in the web.xml

<context-param>
<param-name>de.intarsys.application.rootUrl</param-name>
<param-value>https://my.server.com</param-value>
</context-param>

You can use an environment variable

DE_INTARSYS_APPLICATION_ROOTURL=https://my.server.com

You can set the property using a Java system property

-Dde.intarsys.application.rootUrl=https://my.server.com

4.8

4.8.1

Logging

With regard to logging cloud suite tries to come up with a default setup
that can be used out of the box.

Internally, the Logback logging framework is used. The features and syntax
of Logback are beyond the scope of this documentation. There are many
resources available on the internet.

Override logging

When starting up, Logback tries to configure itself using the default
"logback.xml", situated anywhere in a root package on the class path (or
known from the Logback command line options). All standard Logback
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4.8.2

Logging

functionality is available. If you are happy with this and provide a
configuration, you can skip the rest.

As soon as cloud suite is aware of this "external" Logback configuration, it
skips all further activities. You just have to be sure that you do not have
any of the internal context variables at your hand at this moment in time.

Only if no external configuration is applied, the following steps are
performed.

Builtin logging

If no external configuration is applied, at the earliest moment in the
application lifecycle (in a Spring listener), we perform a relaunch of the
Logback environment - this time with the well-known cloud suite variables
established.

We then try to load a "S{<appfamily>.config.user}/logback.xml" and
"S{<appfamily>.config.shared}/logback.xml", if this fails, we fall back to an
internal default Logback configuration.

This default will write all its output to the "S{<appfamily>.log.dir}" directory
using the "S{<appfamily>.log.name}.log" as the log file name - a platform
dependent location as stated above, using the log level "INFO".

The following Logback variables are available for your use within your
logback.xml at this stage.

Logback variable Definition

<appfamily>.config.shared

S{<appfamily>.config.shared}

<appfamily>.config.user

S{<appfamily>.config.user}

<appfamily>.data.shared

S{<appfamily>.data.shared}

<appfamily>.log.dir

S{<appfamily>.log.dir}

<appfamily>.log.name

<appname>

<appfamily>.log.level

S{<appfamily>.log.level}:INFO

config.shared

S{<appfamily>.config.shared}

config.user

S{<appfamily>.config.user}

data.shared

S{<appfamily>.data.shared}

log.dir S{<appfamily>.log.dir}
log.name <appname>
log.level S{<appfamily>.log.level}:INFO
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48.3 Log tweaks

4.8.3.1 Directory

If you simply want to set another target directory, you can just set a
property like this. This will be forwarded to the built-in log definition.

<appfamily>.log.dir=/srv/logs

48.3.2 Name

If you simply want to use another log file name, you can just set a property
like this. This will be forwarded to the built-in log definition.

<appfamily>.log.name=foobar

48.3.3 Level

If you simply want to set another logging level, you can just set a property
like this. This will be forwarded to the built-in log definition.

<appfamily>.log.level=DEBUG

48.3.4 "debug" profile

If you need more detailed information for debugging, you can try add the
"debug" profile. This is intended to give more overall diagnostic
information.

At the moment, this will register the "LoggingFeature" for the JAXRS
environment and as such will give many details on the communication
protocol.

spring.profiles.active=debug

4.9 Licenses

The product may require valid licenses for execution.

In this case, licenses are obtained from intarsys. A limited demo license is
included with the product for basic usage.

You can provide new licenses by copying the license files either to



Configuration Licenses

${<appfamily>.config.shared}/licenses

or

${<appfamily>.config.user}/licenses

Upon startup, all licenses that have been picked up are logged to the log
file.

[04.05.2018-10:36:18.622][I][d.i.tools.license ][ocalhost-startStop-1][]
loading licenses from 'C:\ProgramData\is-csc\config'

[04.05.2018-10:36:18.653][I][d.i.tools.license ][ocalhost-startStop-1][]
license 'de.intarsys.product.is-csc.signme; 8; intarsys.de; 12/01/2017;
06/30/2018; id=de.intarsys.product.is-csc.signme; account_automation_cli=-
1:day; account_automation_batch=-1:day; bundle=professional; batchsize=-1;
account_automation_api=-1:day; ' loaded
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Web apps

5.1

5.2

5.3

5.3.1

5.3.1.1

This web application implements the csc remote signing API as specified in

[3].

"authorization”

This web application implements an OAuth2 compatible authorization
server.

The services are used internally in the csc application and are not intended
for other use.

"authorization-admin"

This web application provides administrative functions for the
"authorization" app.

The application should not be publicly available.

Ul

/authorization-admin/tools/encode

This page allows you to enter a password and will return the default
hashed version, ready to be used in the configuration files.



Web apps "authorization-admin"

authorization-admin tools X +
< C @ localhost:8080/authorization-admin/tools/encode % @® K O
™M Mail O Contacts Calendar Q Feedly intarsys cec Projekt Lesezeichen = Deezer @ Amazon Aldi

Password‘x

Encoded {bcrypt}$2a$10$TQJleKC32lu.0HzojMch2e3YQsECOTRLSkGaDavOmFGIm3wsShXD6

(c) intarsys AG 2019
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6. Adobe Sign screen flow

Sicher | httpsy/signdemo.echosigndemo.com/publ

Adobe Sign @

In Ihrem Konto anmelden . M. T

Adobe Sign funktioniert ‘
E-Mail: tpielczyk@intarsys de mit den Systemen, die -
B I — & Sie bereits verwenden.

Speichern
£ Weitere Informationen

Ich habe mein Kennwort vergessen

Sie haben kein Adobe Sign-Konto?
Fir einen kostenlosen Testzugang anmelden

Sprach © 2018 Adobe Systems Incorporated.
prache | Deutsch v Bedingungen Datenschutz Cookles Auskunftspflicht des Verbra

Start at
https://signdemo. echosigndemo.com

and logon with your credentials.
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"authorization-admin"

p na'l.echosigr Jaccount/home

¥ ~dobe sign

Dashboard ~ Senden  Verwalten

Hallo, Thomas was méchten Sie tun?
Eine Signatur erhalten
Ein Dokument signieren lassen
Eine Signatur in Sekunden erhalten

Aus der Bibliothek senden

Dokument auswahlen El

Zusatzliche Funktionen
Vorlage zur Bibliothek hinzufiigen
Haufig verwendete Vorlagen speichem

Widget erstellen
Signierbares Dokument einbetten

Ausfiillen und unterschreiben
Alles signieren, was Ihnen gesendet wurde

Ein Dokument archivieren
In Ihr Konto hochladen

Mega Sign
An viele Personen gleichzeitig senden

Berichte

Dokumente/Empfanger/Hinweise suchen

Thomas ~

Ihre Aktivitét fiir diesen Monat & & In Warteschlange <
Jwert Abschl + f Signatus All
e [+] ignatur e
50 =
25 75 EY 50 Aktuelle Ereignisse F O
0% 0,0 Min. kkagermelerintarsys.de gesendet (Heute
! um10:12)
41in Arbeit Alle * document wurde zur Signatur an
tpielczyk@googlemail.com gesendet
Berichte anzeigen. (Gestern um 15:51)

Jiingste Benachrichtigungen & &
* document wurde bis zum gestem um 14:51 nicht
angesehen

= document wurde bis zum gestern um 14:08
nichtangesehen

* Form wurde bis zum 4. Mai um 13:27 nicht
signiert

Mehr.

= document wurde zur Signatur an
tpielczyk@googlemail com gasendet
(Gestern um 15:08)

Mehr...

© 2018 Adobe Systems Incorporatad. Al ights reserved.

Bedingungen Datenschutz Cookles Auskunfispficht des Verbrauchers Vertrauen

You will see the Adobe Sign dashboard.

na‘.echosig /compose

¥ Adobe sign

Dashboard ~ Senden  Verwalten

Berichte

0}

Thomas ~

Neue Funktionen

Empfénger
In festgel, Reihenf. ausfillen () n belich. Reihent. ausfillen Mich hinzufugen | Empfangergruppe hinzufugen | @
1 gFrv  Michselbst = v Email
2 v tpielczyk@googlemailcom = v emal
&F~  E-Mail-Adresse des Empfangers eingeben
Kapie an” anzeigen
Nachricht
de it -
ocumen Optionen e

Please review and complete document.

Dateien

- documentpdt

Dateien hinzufiigen

X

O Kennwortschutz

O Erinnerung festlegen

Sprache des Empfangers

Englisch: US

Weitere Dateien hierher ziehen

Felder Vorschau" und Unterschrift hinzufiigen*

© 2018 Adobe Systems Incorporated. Al ights reserved.

Bedingungen Datenschutz Cookles Auskunfispficht des Verbrauchers Vertrauen

Send a document to be signed.
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Thomas | [|=1 [ @11
@ Sicher | http: i ount/documentEdit?aid =CBJCHBCAABAAIHgIFIQJBQODTS) 2Aqurdtfidd«GG6Datpid=CBICHBCAABAAjscxsALYWAQrOCaD3u_qgM. @ o @ o
BN Adovesign ®
Dashboard ~ Senden  Verwalten  Berichte Thomas ~
Feldvorlagen v W I |5 & O RelativzurSeite | Navigieren zu ..
EMPFANGER
W Thomas Pielczyk (ich) v
(Unterzeichner)
1 Lorem ipsum Signaturfelder ~
Lorem ipsum dolor sit amet, ipiscing elit. P qt is velit
sitamet ipsum cursus consectetuer. Ut at pede non risus bibendum adipiscing. Donec Signatur
gravida urna sed wisi. Vivamus tincidunt turpis sit amet turpis. Integer diam tortor,
ornare at, aliquam non, aliquam sit amet, enim. Lorem ipsum dolor sit amet, con- Digitale Signatur
sectetuer adipiscing elit. Nulla placerat. Cras ut metus. Class aptent taciti sociosqu
ad litora torquent per conubia nostra, per inceptos hymenaeos. Fusce at magna vitae Initialen
dui mollis molestie. Fusce iaculis consectetuer metus. Etiam tempus placerat massa.
Mauris wisi. Etiam et erat eget odio blandit consectetuer. Integer nec wisi id sapien Signaturblock
consequat accumsan.
Lorem ipsum dolor sit amet, dipiscing elit. Donec condi sa-
pien vitae lorem. Quisque enim. Pellentesque sodales. Cum sociis natoque penatibus Unterz.-Infofelde v

et magnis dis parturient montes, nascetur ridiculus mus. Phasellus ut nunc. In com-

modo, mi at pulvinar tristique, pede nisl luctus enim, ac aliquam ante eros vel pede.

Sed lobortis diam sit amet pede. Suspendisse tempus, odio at viverra volutpat, turpis Dotenfelder v
libero ornare turpis, euismod tempor sem elit non justo. Vivamus a wisi sed eros con-
sequat dictum. Duis interdum tincidunt lorem. Suspendisse potenti. Ut scelerisque
nulla vel ante.

Nullam Libero. Duis hendrerit, ipsum at pretium suscipit, urna massa tristique
enim, et varius felis nulla a ligula. Curabitur suscipit augue et wisi. In diam. Mae-
cenas blandit diam nec elit. Cras placerat, sem id bibendum sodales, ipsum mauris
ullamcorper risus, nec fringilla mi sem sed ligula. Pellentesque molestie odio non
velit. Class aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos

Mauris thoncus. Nulla molestie congue justo. Fusce justo. In lorem lorem,
egestas quis, ornare eu, aliquam in, diam. Suspendisse potenti. Nunc Lo-
rem ipsum dolor sit amet, consectetuer adipiscing elit. Quisque tincidunt turpis nec O In Dokumentenbibliothek
wisi. Mauris in ligula vitae dui dapibus malesuada. Nam in lacus. Pellentesque auctor. speichem
Aliquam commodo, lectus sed congue scelerisque, arcu nunc fringilla dui, a elemen-

Mehr Felder v

Transaktionsfelder v

iterzeichn,, dann s¢

Felder zuriicksetzen

Sprache © 2018 Adobe Systems Incorporated All ghts reserved.  Bedingungen Datenschutz Cookles  Auskunftspficht des Verbrauchers  Vertrauen

Tomas =101 |
@& Sicher ‘ P i ount/documentEdit?aid =CBJCHBCAABAAIHgIFIQJ8QODTS5) 2Aqurdtfi9djxGGeD&pid=CBICHBCAABAAjscxs4 LVWAQrOCaD3u_qqM. m € v & U 3
¥ Adobessign ®
Dashboard ~ Senden  Verwalten  Berichte Thomas +
Feldvorlagen v m D s & 5 O ReletivzurSeite | Digitale Signatur 1 |
T LIDCTO. N TACUNS Pede, LTEs OIMATS VAMIUS IgUl UM SOClS NATOqUe penanpus
et magnis dis parturient montes, nascetur ridiculus mus. Proin viverra. Fusce vene- EMPFANGER
natis auctor turpis. Vivamus suscipit lobortis arcu, In hac habitasse platea dictumst. I Thomas Pielczyk (ich) v
Vestibulum pulvinar. Cras augue metus, consequat at, fringilla eu, hendrerit eu, lec- (Unterzeichner)

tus. Nunc risus neque, ornare quis, volutpat a, fringilla rutrum, enim. Etiam tincidunt.
Praesent id risus. Vivamus congue nulla sed lectus.
Etiam diam tortor, rhoncus eu, feugiat eget, lacinia in, est. Aenean diam leo, ege- Signaturfelder ~
stas sed, facilisis nec, eleifend ut, diam. Quisque non turpis a eros mattis fringilla.
Nullam non sem eget turpis tristique ullamcorper. Donec ante lacus, imperdiet quis,

hendrerit et, fermentum ac, ipsum. Maecenas vitae massa. Nam imperdiet, ligula vel Signatur
dapibus vestibulum, arcu orci aliquam quam, quis consequat dui sapien imperdiet
tellus. Fusce sed leo mattis libero tristique lobortis. Nam sed velit in risus euismod Digitale Signatur
luctus. Btiam sem ligula, commodo vel, imperdiet ac, sagittis eget, arcu.
Initialen
[Generated 20 paragraphs, 1951 words, 13225 bytes of Lorem Ipsum] )
Source: http://www. Lipsun.com EEm il
Unterz.-Infofelde v
Datenfelder e
Digitale Signatur1 &
Mehr Felder v

Zugewiesen: | Thomas Pielczyk (ich) (Unterzei v |

Feldtyp | Digtale Signatur v/

Transaktionsfelder v

O In Dokumentenbibliothek
speichem

terzeichn, dann senden

Felder zuriicksetzen

Sprache [pasen v © 2018 Adobe Systems Incarporated. All ghts reserved.  Bedingungen Datenschutz Cookies  Auskunfspficht des Verbrauchers Vertrauen
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1 Lorem ipsum

Lotem ipsum dolor sit amet, dipiscing elit. Pell is velit
sitamet ipsum cursus consectetuer. Utat pede non risus bibendum adipiscing. Donec
gravida urna sed wisi. Vivamus tincidunt turpis sit amet turpis. Integer diam tortor,
ornare at, aliquam non, aliquam sit amet, enim. Lorem ipsum dolor sit amet, con-
sectetuer adipiscing elit. Nulla placerat. Cras ut metus. Class aptent taciti sociosqu
ad litora torquent per conubia nostra, per inceptos hymenaeos. Fusce at magna vitae
dui mollis molestie. Fusce iaculis consectetuer metus. Etiam tempus placerat massa.
Mauris wisi. Etiam et erat eget odio blandit consectetuer. Integer nec wisi id sapien
consequat accumsan.

Lorem ipsum dolor sit amet, ipiscing elit. Donec i sa-
pien vitae lorem. Quisque enim. Pellentesque sodales. Cum sociis natoque penatibus
et magnis dis parturient montes, nascetur ridiculus mus. Phasellus ut nunc. In com-
modo, mi at pulvinar tristique, pede nisl luctus enim, ac aliquam ante eros vel pede.
Sed lobortis diam sit amet pede. Suspendisse tempus, odio at viverra volutpat, turpis
libero ornare turpis, euismod tempor sem elit non justo. Vivamus a wisi sed eros con-
sequat dictum. Duis interdum tincidunt lorem. Suspendisse potenti. Ut scelerisque
nulla vel ante.

Nullam libero. Duis hendrerit, ipsum at pretium suscipit, urna massa tristique
enim, et varius felis nulla a ligula. Curabitur suscipit augue et wisi In diam. Mae-
cenas blandit diam nec elit. Cras placerat, sem id bibendum sodales, ipsum mauris
ullamcorper risus, nec fringilla mi sem sed ligula. Pellentesque molestie odio non
velit. Class aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos
hymenaeos, Mauris thoncus. Nulla molestie congue justo. Fusce justo. In lorem lorem,
egestas quis, ornare ew, aliquam in, diam. Suspendisse potenti. Nunc Lo-
rem ipsum dolor sit amet, consectetuer adlpmng elit. Qmsque tincidunt turpis nec
wisi. Mauris in ligula vitae dui dapibus auctor.

1t

Aliquam commodo, lectus sed congue smlensqte, arcu nunc Ermgll]a dui, a elemen-

Sprache © 2018 Adobe Systems Incorporated. Allrights eserved.  Bedingungen Datenschutz Cookies  Auskunftspficht des Vesbrauchers  Vertrauen
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BN Adovesign
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nunc elit, hendrerit non, vestibulum id, euismod et, erat. Nulla nonummy enim vel
lacus. Donec quis arcu. Integer nec eros. Aliquam odioerat, suscipit vel, dignissim at,
eleifend vitae, dolor. Nulla at felis. Sed at nisl eu ante pellentesque ultricies.

Sed dignissim enim sit amet purus. Vestibulum ipsum. Vestibulum porttitor. Cras
accumsan mattis augue. Nullam mattis magna vel ligula. Quisque nonummy mi vi-
tae libero. In iaculis pede. Cras ornare varius ligula. Cum sociis natoque penatibus
et magnis dis parturient montes, nascetur ridiculus mus. Proin viverra, Fusce vene-
natis auctor turpis. Vivamus suscipit lobortis arcu. In hac habitasse platea dictumst.
Vestibulum pulvinar, Cras augue metus, consequat at, fringilla eu, hendrerit eu, lec-
tus. Nunc risus neque, ornare quis, volutpat a, fringilla rutrum, enim. Etiam tincidunt.
Praesent id risus. Vivamus congue nulla sed lectus.

Etiam diam tortor, rhoncus eu, feugiat eget, lacinia in, est. Aenean diam leo, ege-
stas sed, facilisis nec, eleifend ut, diam. Quisque non turpis a eros mattis fringilla.
Nullam non sem eget turpis tristique ullamcorper. Donec ante lacus, imperdiet quis,
hendrerit ef, fermentum ac, ipsum. Maecenas vitae massa. Nam imperdiet, ligula vel
dapibus vestibulum, arcu orci aliquam quam, quis consequat dui sapien imperdiet
tellus. Fusce sed leo mattis libero tristique lobortis. Nam sed velit in risus euismod
luctus. Etiam sem ligula, commodo vel, imperdiet ac, sagittis eget, arcu.

[Generated 20 paragraphs, 1951 words, 13225 bytes of Lorem Ipsum]
Source: http://www. lipsum. com
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Wihlen Sie, wie die digitale Signatur hinzugefiigt werden soll.

Cloud-Signatur
’L@ Unterschreiben Sie online mit einer digitalen ID, die von
einem Treuhandserviceanbieter gehostet wird.

Mit Acrobat herunterladen und
unterzeichnen

Unterschreiben Sie iiber Acrobat lokal mit einer Smart
Card, einem USB Token oder einer dateibasierten
digitalen ID.

Abbrechen @

& Sicher | http: nat.echosigr BICHBCAABAAIHGIFIQB QDTS 2Aqurdi i) xGG6Dapid= CBICHBCAABAAJsOxs4 LyWAQrOCaD3u_qgMKo2RYTewva 1y IR

Anbieter auswshlen und anmelden

bd-.

BUNDESDRUCKEREI

D-Trust (TEST)

Wahlen Sie den Anbieter Ihrer digitalen ID_.
Adobe Cloud Signature
BankiD Sweden (TEST)

Fir eine neue di
GlobalSign (TEST)
InfoCert
InfoCert (TEST)
Intesi Group (TEST)
Intesi Group Cloud Signature
Seiko Cloud Signatures
Seiko Cloud Signatures (BETA)
Swisscom by Intarsys (BETA)
Trans Sped
Trans Sped (TEST)
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-//signdemo.na?.echosigndemo.com/public/esign2ai

Anhiatar

t 16cc2-d4cD-Ac5c-. - o X

integration.intarsys.de/authorization/pages/unauthorized/serviceloginxhtmiZrequestid=9116cIc2-ddc0-4c...

sign-me Authorization Service

Benutzemame:  [intarsyskunde0s
Kennwort: pd
OK | Abbrechen

© intarsys AG 2017 | v0.1

& Sicher | http: na‘.echosig /esign?aid =CBICHBCAABAAIHIFIQJBQODTS 2 AqurdtfiddjxGG6D&pid=CBICHBCAABAAjscxsd LYWAQrOCaD3u_qqMKo2RY7eWvA vr

Wihlen Sie die digitale ID, die bei der Signatur verwendet werden soll.

Hans Werner (D-TRUST Application Certificates Test CA 3-2 2016)
Ausgestelit von: DTRUST Application Certificates Test CA 3-2 2016, Ablaufdatum: 201911.28

Fir eine neue digitale ID hier klicken
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Vorschau der digitalen Signatur

Das it eine Vorschau Ihrer digitalen Signatur in der endgiiltigen Vereinbarung, wenn Sie diese
unterschreiben. Klicken Sie hier, um das Aussehen der Signatur festzulegen oder zu bearbeiten. Sie
kbnnen optional einen Grund fiir die Unterschrift angeben, der auch in der endgiiltigen
Vereinbarung und im Priifeintrag erscheint.

Signatur bearbeiten

Digital signiert von Hans Werner
Datum: 2018-05-09 10:28:38+02:00

ttans Werner

Grund fiir die Unterschrift

Auswshlen...
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nunc elit, hendrerit non, vestibulum id, euismod et, erat. Nulla nonummy enim vel
lacus. Donec quis arcu. Integer nec eros. Aliquam odio erat, suscipit vel, dignissim at,
eleifend vitae, dolor. Nulla at felis. Sed at nisl eu ante pellentesque ultricies.

Sed dignissim enim sit amet purus. Vestibulum ipsum. Vestibulum porttitor. Cras
accumsan mattis augue. Nullam mattis magna vel ligula. Quisque nonummy mi vi-
tae libero. In aculis pede. Cras ornare varius ligula. Cum sociis natoque penatibus
et magnis dis parturient montes, nascetur ridiculus mus. Proin viverra. Fusce vene-
natis auctor turpis. Vivamus suscipit lobortis arcu. In hac habitasse platea dictumst.
Vestibulum pulvinar. Cras augue metus, consequat at, fringilla eu, hendrerit eu, lec-
tus. Nunc risus neque, ornare quis, volutpat a, fringilla rutrum, enim. Etiam tincidunt.
Praesent id risus. Vivamus congue nulla sed lectus.

Etiam diam tortor, rhoncus eu, feugiat eget, lacinia in, est. Aenean diam leo, ege-
stas sed, facilisis nec, eleifend ut, diam. Quisque non turpis a eros mattis fringilla.
Nullam non sem eget turpis tristique ullamcorper. Donec ante lacus, imperdiet quis,
hendrerit et, fermentum ac, ipsum. Maecenas vitae massa. Nam imperdiet, ligula vel
dapibus vestibulum, arcu orci aliquam quam, quis consequat dui sapien imperdiet
tellus. Fusce sed leo mattis libero tristique lobortis. Nam sed velit in risus euismod
luctus. Btiam sem ligula, commodo vel, imperdiet ac, sagittis eget, arcu.
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Source: http://ww. Lipsun. com

Digst e o e

Hans Wepngy = 5w

ich stimme den und den Hinweisen zur.

Hier signieren
dieses Dokuments 2u g




Adobe Sign screen flow

"authorization-admin"

& Sicher | hitp:

na'l.echosig

Y Adovesign

Sie haben den Vertrag "document” erfolgreich signiert.

Kopien werden per E-Mail an alle Beteiligten gesendet.

herunterladen Dieses Dokumentverwalten | Dokumente zur Signatur senden | Erinner. u.fo. Benachr. festl
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t amet, consectetuer adipiscing elit. Pellentesque venenatis velit
s consectetuer. Ut at pede non risus bibendum adipiscing, Donec
si. Vivamus tincidunt turpis sit amet turpis. Integer diam tortor,
it amet, con-

Lorem ipsum dolor
sitamet ipsum curs
gravida urna sed w
ornare at, aliquam non, aliquam sit amet, enim. Lorem ipsum dolor
sectetuer adipiscing elit. Nulla placerat. Cras ut metus. Class aptent taciti sociosqu
ad litora torquent per conubia nostra, per inceptos hymenaeos. Fusce at magna vitae
dui mollis molestie. Fusce iaculis consectetuer metus. Etiam tempus placerat massa.
Mauris wisi. Etiam et erat eget odio blandit consectetuer. Integer nec wisi id sapien

consequat accumsan. ’

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Donec condimentum sa-
pien vitae lorem. Quisque enim. Pellentesque sodales. Cum sociis natoque penatibus
et magnis dis parturient montes, nascetur ridiculus mus. Phasellus ut nunc. In com-
modo, mi at pulvinar tristique, pede nisl luctus enim, ac aliquam ante eros vel pede.
Sed lobortis diam sit amet pede. Suspendisse tempus, odio at viverra volutpat, turpis
libero ornare turpis, euismod tempor sem elit non justo. Vivamus a wisi sed eros con-
sequat dictum. Duis interdum tincidunt lorem. Suspendisse potenti. Ut scelerisque
nulla vel ante.

Nullam libero. Duis hendrerit, ipsum at pretium suscipit, urna massa tristique
ipil In diam. Mae-

ullamcorper risus, nec fringilla mi sem sed ligula. Pellentesque molestie odio non
velit. Class aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos
hymenaeos. Mauris rhoncus. Nulla molestie congue justo. Fusce justo. In lorem lorem,
egestas quis, ornare eu, aliquam in, diam. Suspendisse potenti. Nunc fermentum. Lo-
rem ipsum dolor sit amet, consectetuer adipiscing elit. Quisque tincidunt turpis
wisi. Mauris in lionla vitae dui danibus malesuada. Nam in lacus. Pellentesaue a
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Ul customization Overview

Ul customization

/7.1

/.2
7.2.1

Overview

The web apps may come with builtin web Uls to allow user interaction.
These Uls are created using Thymeleaf, a widespread template engine and
rely on Spring web MVC.

To ease customization, both templates and static resources can be
overwritten for your installation.

authorization app

Consent pages

The authorization app publishes a consent page and the required
resources. The template is named " sign-me /serviceConsent.html". To
overwrite this resource, you can add a file " sign-me /serviceConsent.html"
in the folder "S{is-auth.config.shared}/templates/" (or the folder
configured in the property " templateEngine.templates").

If you have static resources like this

<link rel="stylesheet" type="text/css" th:href="@{/sign-me
/res/css/general.css}">

you can put them (or overwrite the original ones) in the folder
"S{is-auth.config.shared}/static/" (or the folder configured in the property "
templateEngine.static").



Ul customization csc app

7.2.2 Error pages

When the spring controller encounters an error, the error handling will
trigger one of two templates:
In case of an expired authentication request, the "error-expired.html" view
is shown.
In all other cases, the "error.html" view is shown.
The model for the error pages is

id

String A UUID that can be used for correlation with the log

url

String The request URL that caused the failure

exception

Exception The exception that was thrown

dateTime

LocalDateTime | The local date/time object when the model was created

7.2.3

7.3

Hints

There is a complete example in the folder "examples/web-customization".
Be aware that you must conform to the existing form API.

Thymeleaf caches the templates — changes need a restart.

csC app

The csc app has currently no builtin web pages.
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NLS

NLS resolving

NLS

8.1

NLS resolving

The application relies on the Spring string expansion for NLS resolving,
allowing a very flexible use of the concept.

In general, you know strings of the form

${code}

are expanded, normally against the various properties available to the
Spring runtime.

NLS support introduces a dedicated resolver that is applied to all property
expressions that start with a "nlsmsg."” The complete syntax is

nlsmsg.<package>.<resource>#<code>

where "package" is a path name according to the Java package naming
convention (e.g. de.intarsys.gars.core.demo.ui), "resource" is the name of
the resource file without extension (e.g. messages) and "code" is the key in
the properties file (e.g. MyButton.label).

Example

${nlsmsg.de.intarsys.gears.core.demo.ui.messages#MyButton.label}

This will look up the resource "messages_<lang>.properties" (respective
"message.properties" if the "lang" code is not available) and resolve the
property "MyButton.label".

If the resource or the property cannot be found, the message code itself is
returned.



NLS

8.2

Additional resource path

This lookup is not integrated with thymelaf.

Additional resource path

Normally resources are looked up in the JAR files of the runtime. To ease
management of NLS files, for resolving an additional directory is added to
the lookup.

The directory is denoted by "<appfamily>.i18n.dir" which defaults to
"S{<appfamily>.config.shared}/i18n.

In this directory the resources are looked up according to Java package
rules.

You can set the directory by adding the property to your configuration.

is-csc.il8n.dir=/opt/test/messages

You can use message definitions in this directory to overwrite existing
messages. If a bundle is found both in the additional resource path and
built-in, the additional bundle takes precedence. As both resource files are
merged, you can create a partial redefinition, too.
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Appendices

Cheat sheet

9.1
9.1.1

Cheat sheet

Windows locations

Variable

Description

<appfamily>.config.name

<apphame>

<appfamily>.config.user

%USERPROFILE%/<appfamily>/config

<appfamily>.config.shared

%ProgramData%/<appfamily>/config

<appfamily>.data.user

%USERPROFILE%/<appfamily>/data

<appfamily>.data.shared

%ProgramData%/<appfamily>/data

<appfamily>.temp.dir

%AppData%/local/temp

<appfamily>.log.dir

%ProgramData%/<appfamily>/log

<appfamily>.log.name <appnhame>
Linux locations

Variable Description
<appfamily>.config.name <appnhame>

<appfamily>.config.user

<user home>/<appfamily>/config

<appfamily>.config.shared

/etc/<appfamily>

<appfamily>.data.user

<user home>/<appfamily>/data

<appfamily>.data.shared

/var/lib/<appfamily>




Appendices Cheat sheet

<appfamily>.temp.dir /tmp
<appfamily>.log.dir /var/log/<appfamily>
<appfamily>.log.name <appname>

Property definitions

Property files are read from these directories

. S{<appfamily>.config.shared}
. S{<appfamily>.config.user}

Valid property files are

. S{<appfamily>.config.name}.properties
. S{<appfamily>.config.name}-<profilename>.properties

Bean definitions

Bean definition files are not supported for this implementation.
Logging

The internal logback definition can be overridden by placing a logback.xml
file at

. S{<appfamily>.config.shared}
. S{<appfamily>.config.user}

To only change the directory, use this property

<appfamily>.log.dir=/srv/logs

To only change the filename, use this property

<appfamily>.log.name=foobar

To only change the level, use this property.

<appfamily>.log.level=DEBUG

9.1.6

Licenses

Licenses are looked up at

. S{<appfamily>.config.shared} /licenses
. S{<appfamily>.config.user}/licenses
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9.2

Test environment

For integration test purposes, Adobe Sign uses a well-known user
?7??

that is authenticated via "auth/login" (even if not supported officially).
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